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DATA MECHANISM ENCRYPTION MANUAL 

Encryption 
The data switch system will only accept encrypted files with “gpg” extensions. This is to ensure 
highly secure data transfer of files. 

GnuPG 
GnuPG is a complete and free implementation of the OpenPGP standard as defined by RFC4880 (also 
known as PGP). GnuPG allows you to encrypt and sign your data and communications; it features a 
versatile key management system, along with access modules for all kinds of public key directories. 
GnuPG, also known as GPG, is a command line tool with features for easy integration with other 
applications. A wealth of frontend applications and libraries are available. 
To install this encryption software, navigate to the following site; 

The GNU Privacy Guard (gnupg.org) or https://www.gpg4win.org/  
Go to the Downloads page and download the latest version of the software. 
This will also install a Graphical User Interface known as Kleopatra which will manage the public and 
private keys. 
To ensure that only privy parties can access the system, a public-private key system will be used. 
At the CRB, a key pair will be generated. With this key pair, the private key will be kept at the CRB 
while the public key will be shared with the PIs; 

Generating a Public-Private Key Pair 
Open the Kleopatra GUI on your system. 

 

 

 

 

 

 

 

 

 

 



 

File Encryption Guide: 30092013 

 

On a new installation, you will be able to click 
“New Key Pair”, otherwise Click on File, then 
Navigate 
to “New OpenPGP Key Pair” 

 

 

 

 

On the open dialogue, enter a suitable name, valid email 
address and check the “Protect the 
generated key with passphrase” option. This is to further 
secure the private key with a passphrase. 

 

You can additionally navigate to the Advanced Settings 
section to choose an encryption option. 

Then click OK 
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On the dialogue ”Protect the Generated Key with a Passphrase”, create a passphrase and allow the system to 
generate the new Key Pair 

 

The key pair has been 
successfully created and is 
available on the GUI. 
 

 

 

 
 

 

Encrypting the file submissions 

Once the data submissions have been extracted from the management system, you will have up to 
10 files as per the Data Standardization Manual and Data Validation Rules manual. 
AN example is shown below; 

 

To encrypt the files. We recommend to archive them with WinZip or the 
Windows built in Compression tool. 
Right Click and compress the files accordingly. 

 

 

 

 

 

 

            This will create a zip file. 
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To encrypt the zip file, right click on the file to be shared and select “Sign and Encrypt”. 

 

 

 

 

 

 

 

A new dialogue will open as below 

 

 

 

 

 

 

 

 

 

In the encrypt section, ensure you select the users whom should be able to decrypt the file. In this 
case, Test User has been selected. 

 
Once complete, click on the Encrypt button. 
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This will give a new dialogue with the output of the encryption. 

 

 

 

 

 

 

 

 

 

 

Click on Finish, and an encrypted file will now be available for upload onto the Data Mechanism. 


